_UBND TINH DIEN BIEN CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Pégc 1ap - Tw do - Hanh phc

So /SGDDT-QLCL Di¢n Bién, ngay  thang 10 nam 2022
Vv canh bao 16 hong bao mat anh
huéng cao trong c&c san pham Microsoft
thang 10/2022

Kinh gui:
- Cac phong CMNV S¢ Giao duc va Pao tao;
- Phong Giéo duc va Dao tao cac huyén, thi x&, thanh ph:
- Céc don vi truc thuoc S¢ Giado duc va Dao tao;
- Céc trung tam GDNN-GDTX cap huyén.

Can ¢t Vin ban sb 1547/CATTT-NCSC ngay 10/10/2022 ctia Cuc An
toan thong tin vé 16 hong bao mat anh hudng nghiém trong trong FortiOS va
FortiProxy;

Cian cir Van ban sb 1559/CATTT-NCSC ngay 13/10/2022 cua Cuc An
toan thong tin vé 16 hong bao mat anh hudng cao va nghiém trong trong cac san
pham Microsoft cong b thang 10/2022.

Qua cong tac theo doi, giam sat trén khong gian mang, Trung tam Giam
sat an toan khong gian mang quéc gia (NCSC), Cuc An toan thong tin - Bo
Thong tin va Truyén théng canh béo:

Ngay 07/10/2022, Fortinet di cong bd thong tin vé 16 hong bao mat CVE-
2022-40684, anh huong nghiém trong trong cac san pham FortiOS va
FortiProxy cta minh. Ld hong ndy cho phép dbi tuong tin cong chua xéac thuc
chiém quyén truy cap vao giao dién quan tri tr xa. Mtc d6 anh hudng cia 18
hong CVE-2022-40684 1a nghiém trong. Viéc ra soat va nang cap phién ban
hodc ap dung bién phap khic phuc thay thé can dugc thuc hién ngay lap tirc.

Ngay 11/10/2022, Microsoft da phat hanh danh sach ban va thang 10 vai 85
16 héng bao mat trong cac san pham ciia minh. Ban phat hanh thang nay dic biét
dang chu ¥ cac 16 hong bao mat c6 mirc anh hudng cao va nghiém trong sau:

- L6 hong bao mat CVE-2022-41033 trong Windows COM + Event
System Service cho phep d6i tuong tan cong thuc hién nang cao dac quyén. L&
hong nay da dugc mot sé6 nhom tin cong khai thac trong thuc té.

- 02 16 hong bao mat CVE-2022-37987, CVE-2022-37989 trong Windows
Client Server Run-time Subsystem (CSRSS) cho phép d6i twong tan cong thuc
hién nang cao dic quyén.

- Lb hong bao mat CVE-2022-37968 trong Azure Arc-enabled Kubernetes
cluster Connect cho phép ddi twong tin cong thyuc hién nang cao dic quyén.

- 03 16 hong bao mat CVE-2022-38048, CVE-2022-41043, CVE-2022-
38001 trong Microsoft Office cho phép ddi tugng tin cong thuc thi ma tir xa, thu
thap thong tin, tdn cong gia mao (Spoofing). Trong d6 16 hong CVE-2022-
41043 da duoc cong bo rong rii trén Internet.
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-03 16 hong bao mat CVE-2022-41036, CVE-2022-41037, CVE-2022-
41038 trong Microsoft SharePoint Server cho phép ddi twong tan cong thuc thi
ma tur Xa.

- L§ hong bao mat CVE-2022-41031 trong Microsoft Word cho phép dbi
tugng tan cong thuc thi ma tir xa.

- L5 hdng bao mat CVE-2022-37976 trong Active Directory Certificate
Services cho phép dbi tuong tin cdng thyc hién nang cao dic quyén.

Nham dam bao an toan thong tin cho hé thdng cia cac co quan, don vi,
gop phan bao dam an toan cho khong gian mang cua tinh, S¢ Giao duc va bao
tao yéu cau cac don vi trién khai thuc hién ngay mot s6 ndi dung sau:

1. Kiém tra, ra soat, xac dinh may sir dung hé diéu hanh Windows c6 kha
nang bi anh hudéng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cong (danh sdch 16 hong va hwéng dan chi tiét tham khdo tai phu luc kém theo).

2. Tang cuong theo doi giam sat hé théng va co phuong an xur 1y khi phat
hién c¢6 dau hiéu bi khai thac, tan cong mang.

Khi xay ra su c6 lién quan dén an toan, an ninh thong tin mang va cac hé
théng thong tin khac, lién hé 6ng Nguyén Hung Cuong - Chuyén vién phong
KTKDCLGD&CNTT, S Gido duc va Pao tao theo sb dién thoai 0968199100
dé dugc hd tro.

Nhan dugc van ban nay, S& Gido duc va Dao tao yéu cau Thu trudng cac
don vi nghiém tdc trién khai thyuc hién./.

Noi nhan: KT.GIAM POC

- Nhu trén; ; , A
- Lanh dao Sé GDDT; PHO GIAM bOC

- Luu: VT, QLCL.

Cu Huy Hoan
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PHU LUC: THONG TIN LO HONG BAO MAT

1. Théng tin 16 hong bio mat CVE-2022-40684

1.1. Lb hong CVE-2022-40684

- M6 ta: L hong anh hudng dén FortiOS va FortiProxy, cho phép d6i
tugng tn cong chua xac thyc cO quyén truy cap vao giao dién quan trj tir Xa
thong qua HTTP/HTTPS requests doc hai.

- Anh hudng: FortiOS phién ban 7.0.0 dén 7.0.6; 7.2.0 dén 7.2.1,
FortiProxy phién ban 7.0.0 ¢én 7.0.6, 7.2.0.

1.2. Huédng dan khic phuc

Bién phép tot nhat dé khic phuc 16 hong bao mat noi trén 1a cap nhat 1én
phién ban mdi (FortiOS 7.0.7 va 7.2.2, FortiProxy 7.0.7 va 7.2.1). Trong
truong hop chua thé nang cap, Quy don vi can thuc hién bién phap khac phuc
tam thoi bang cach thiét 1ap chinh sach va han ché quyén truy cap céac dia chi
IP vao giao dién quan tri, trién khai xac thyc da yéu té6 (MFA) dé khong bi 16
thong tin giao dién quan tri va tranh nguy co bi tan céng khai théc.

1.3. Tai liéu tham khao

https://www.tenable.com/blog/cve-2022-40684-critical-authentication-
bypass-in-fortios-and-fortiproxy

https://docs.fortinet.com/document/fortigate/7.2.2/fortios-release-
%20notes/289806/resolved-issues

https://docs.fortinetcom/document/fortigate/7.2.0/best-
practices/127480/user-authentication-for-management-network-access

2. Thong tin 16 hong bio mat clia Micorosoft

2.1. Thong tin cac 16 hong

TT CVE Mo ta Link tham khao

-biém CVSS: 7.8 (Cao)
- L& hoéng trong Windows
COM + Event System
Service cho phép ddi tuong
éavn cong thuc:hm;n hang cao https://msrc.microsoft.c
ac quyén. Lo hong nay da Jundate-

1 | CVE-2022-41033 |dugc mot sé nhém tAn cong| 2odbedles

o 2 quide/vulnerability/CV
khai thac trong thyec te. E-2022-41033
- Anh huong: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/2022.
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T

CVE

Mo ta

Link tham khao

CVE-2022-37987
CVE-2022-37989

-Piém CVSS: 7.8 (Cao)

- Ld héng trong trong
Windows Client Server Run-
time Subsystem (CSRSS)
cho phép d6i tugng tan cong
thuc hién nang cao dac
quyén.

- Anh huéng: Windows
7/8.1/10/11, Windows
Server
2008/2012/2016/2019/2022.

https://msrc.microsoft.c
0 m/update-
quide/vulnerability/CV
E

-2022-37987
https://msrc.microsoft.c
om/update-
quide/vulnerability/CV
E-2022-37989

CVE-2022-37968

- Piém CVSS: 10 (Nghiém
trong)

- L6 hong trong Azure Arc-
enabled Kubernetes cluster
Connect cho phép d6i tuong
tan cong thuc hién nang cao
dic quyén.

- Anh huong: Azure Stack
Edge, Azure Arc-enabled
Kubernetes cluster
1.6.19/1.5.8/1.7.18/1.8.11

https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-37968

CVE-2022-38048
CVE-2022-41043
CVE-2022-38001

-Diém CVSS: 7.8 (Cao)

- L& hong trong trong
Microsoft Office cho phép
dbi twong tan cong thyuc thi
ma tur xa, thu thap thong tin,
tan cong gia mao
(Spoofing).

- Anh huong: Microsoft
Office

2013/2016/2019,

Office 365 Apps, Office
LTSC.

https://msrc.microsoft.c
0 m/update-
qguide/vulnerability/CV
E

-2022-38048
https://msrc.microsoft.c
0 m/update-
qguide/vulnerability/CV
E

-2022-41043
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-38001
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T CVE

Mo ta

Link tham khao

CVE-2022-41036
5 | CVE-2022-41037
CVE-2022-41038

Piém CVSS: 8.8 (Cao)

- L5 hong trong Microsoft
SharePoint Server cho phép
d6i tuong tan cong thuc thi
ma tir xa.

- Anh hudng: Microsoft
SharePoint Server
2016/2019, SharePoint
Foundation/Enterprise
Server 2013.

https://msrc.microsoft.c
0 m/update-
guide/vulnerability/CV
E

-2022-41036
https://msrc.microsoft.c
0 m/update-
qguide/vulnerability/CV
E

-2022-41037
https://msrc.microsoft.c
om/update-
guide/vulnerability/CV
E-2022-41038

6 | CVE-2022-41031

-biém CVSS: 7.8 (Cao)

- L3 hong trong Microsoft
Word cho phép ddi tuong
tan cong thuc thi ma tir xa.

- Anh huodng: Microsoft 365
Apps, Microsoft Office
2019/LTSC.

https://msrc.microsoft.c
om/update-
qguide/vulnerability/CV
E-2022-41031

7 | CVE-2022-37976

Diém CVSS: 8.8 (Cao)

- L& hong trong Active
Directory Certificate
Services cho phép ddi tuong
tan cong thuc hién nang cao
dic quyén.

- Anh huong: Windows
Server
2008/2012/2016/2019/ 2022

https://msrc.microsoft.c
om/update-
qguide/vulnerability/CV
E-2022-37976

2.2. Huéng dan khac phuyc

Bién phap tot n~h€it dé khac phuc 13 cap nhat ban vé cho céc 16 héng bao mat
noi trén theo hudng dan cua hing. Pon vi tham khao cac ban cép nhét phu hop cho
cac san pham dang str dung tai link nguon tham khao tai muc 1 cta phu luc.

2.3. Ngudn tham khao

https://msrc.microsoft.com/update-quide/releaseNote/2022-Oct

https://www.zerodayinitiative.com/blog/2022/10/11/the-october-2022-

security-update-review
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